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Abstract—Unauthorized access attack has always been a crit-
ical problem in RFID systems since any illegitimate reader
can conduct access commands on tags without authorization
and leave no trace. Past solutions for reader authentication
require either modifications on EPC-global Gen2 protocol, which
are inapplicable to existing infrastructures, or numerous extra
customized devices as communication monitors, which incur
high overhead. In this paper, we present a universal, low-
cost and effective system to authenticate RFID readers, namely
ReaderPrint, which only requires an extra passive tag array and
is fully compatible with Gen2 protocol. The key insight behind
ReaderPrint is that the impedance mismatch degrees (IMD) of
different reader antennas across channels are distinguishable. We
verify this mechanism through empirical studies using vector
network analyzer and further propose two brand-new forms
of hardware fingerprints, i.e., IMD-induced transmission power
attenuation (ITPA) and phase shifts (IPS) across channels to
quantify the IMD. Besides, to address the negative impacts of
environmental changes, well-refined fingerprint matching algo-
rithms are designed accordingly. We implement a prototype of
ReaderPrint and evaluate it on 96 different readers in three
indoor scenarios. Experimental results show that ReaderPrint
can achieve fairly high authentication accuracy of up to 97.2%,
regardless of environmental or device conditions.

Index Terms—RFID, Unauthorized access attack, Reader
hardware fingerprint, Impedance mismatch

I. INTRODUCTION

Today, as one of the key technologies in the Internet
of Things, radio frequency identification (RFID) has gained
popularity in a wide range of applications, such as warehouse
inventory, baggage handling and unmanned retail [1], [2].
Passive RFID tags with no battery equipped, which exploit
backscatter communication and store critical information (e.g.,
electronic product code) in their memory banks, are commonly
used to label items for identification purposes [3].

With the extensive adoption of RFIDs in people’s every-
day life, the security problems of existing RFID systems
have drawn increasing attention [4]–[6] recently. One of the
most urgent issues is unauthorized access attack [7]. As
we know, the communication between commodity tags and
interrogators should follow the EPC-global Class 1 Generation
2 air interface protocol [8] (abbreviated as “C1G2 protocol”
hereafter), which however does not support reader authenti-
cation functionality. Illegitimate readers can easily establish a
communication channel and access the tag memories without
being authorized, thereby conducting malicious attacks (e.g.,
retrieving or tampering the private information stored in tags
attached to valuables, or even inactivating tags to disable the
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Fig. 1: Commodity RFID tags in real-world applications.
Most of them are vulnerable to unauthorized access attack
from illegitimate readers.

total RFID systems permanently) while leaving no traces. As
a matter of fact, we have successfully exploited the Read,
Write and Kill commands to perform the aforementioned
attacks on certain airline baggage tags [9] and a part of item
tags in Decathlon stores [10] using self-owned commercial
off-the-shelf (COTS) readers (see Fig. 1). Therefore, validating
reader legitimacy is vitally necessary, especially for some crit-
ical applications such as vaccines and chemicals management,
where a great loss of life, time or property would be incurred
once the attack happens.

In order to reinforce the security of RFID systems, existing
related literature mainly focuses on designing authentica-
tion protocols based on cryptographic algorithms [11], [12].
However, these protocols are difficult to apply in practice
because they require modifications of either hardware or C1G2
protocol, thus incompatible with commercial RFID devices.
To overcome such limitation, state-of-the-art work Arbitrator
[7], [13] proposes to leverage readers’ hardware fingerprints
inside physical-layer transmission signal fragments for authen-
tication. Despite its promising advantages, Arbitrator has the
following two notable weaknesses: (i) to acquire physical-layer
signals, dedicated devices like software defined radio (SDR)-
based monitors are required to be deployed in the vicinity of
each reader, which is inflexible to restrict the readers’ locations
during authentication, and also incurs extra high deployment
costs and maintenance efforts in the meantime; (ii) Arbitrator
fails to work when the illegitimate reader locates very close
to tags with a low transmission power or multiple readers are
simultaneously accessing tags. As a result, it still remains to
be an open problem to develop a more ubiquitous solution for
reader authentication.

In this paper, we present ReaderPrint, a universal and
lightweight approach to authenticate RFID readers with high
accuracy purely utilizing COTS RFID devices. To achieve
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Fig. 2: Reader antenna measurement using VNA. (a) shows the mechanism how antenna impedance mismatch affect
RFID signals. (b) shows the experiment setup and (c) shows an example of measured antenna features (e.g., smith
charts). (d)-(f) detailedly show the distributions of measured antenna impedance across channels, theoretically calculated
IPS and measured standing wave ratios across channels.

the goal, we innovatively propose two brand-new hardware
fingerprints related to the impedance mismatch degree (IMD)
of a reader antenna for authentication: IMD-induced read-
er’s transmission power attenuation (ITPA) and IMD-induced
phase shift (IPS). The basic idea is that commercial reader
antennas possess a crucial parameter of input impedance,
which defines the ratio of the voltage and current at the pair of
the antenna input terminals, at a specified frequency. Ideally,
in order to achieve a maximum power transfer, manufacturers
always expect to make the antenna’s input impedance purely
resistive and perfectly match the characteristic impedance of
the transmission line (e.g., feeder line). Unfortunately, due to
manufacturing imperfections, no two RFID reader antennas
could have exactly the same electronic circuits. Each antenna
owns its unique IMD that is private, hardware-related and
unable to be controlled even by the manufacturers, inherently
exhibiting the qualities as a fingerprint. We further utilize
a vector network analyzer (VNA) to measure the antenna
impedance across channels and verify its feasibility. More-
over, to quantify the impedance mismatch degrees of various
antennas, two forms of fingerprints are introduced, namely
the coarse-grained ITPA and fined-grained IPS, extracted from
the communication link between a pair of reader antenna and
tag. Based on this, we can differentiate illegitimate readers
by comparing the extracted ITPA and IPS across channels
with the registered ones of legitimate devices. In addition,
practical environmental varieties in complicated indoor s-
cenarios, including the location and orientation of reader,
reader-tag distance and tag heterogeneity, may influence the
collected signal features (e.g., phase shifts) and even impair
the accuracy of fingerprint validation. To deal with this, we
design a series of well-refined fingerprint matching algorithms
to circumvent the negative impacts of environmental changes
on raw signal features and further the extracted ITPA and IPS.
In conclusion, our IMD-based reader authentication system

ReaderPrint, only requires an extra COTS tag array to validate
hardware fingerprints, and thus is much more universal and
low-cost as compared to existing solutions.

Our contributions are summarized as follows:
• To the best of our knowledge, we introduce the first uni-

versal solution ReaderPrint to authenticate RFID readers
and prevent unauthorized access of illegitimate ones, only
using a COTS tag array without customized devices or
any modification on the existing C1G2 specification.

• We present two brand-new hardware fingerprints, IT-
PA and IPS, related to antenna impedance mismatch.
By harnessing carefully-designed fingerprint matching
algorithms with collected signal features as input, the
proposed fingerprints are able to maintain robustness
regardless of most environmental factors.

• We implement a prototype of ReaderPrint and evaluate
it on 96 readers in three indoor scenarios under different
environmental settings. Experimental results demonstrate
that our approach can achieve a fairly high authentication
accuracy of up to 97.2% and also high resolution to dis-
tinguish different readers with the same antenna model.

The rest of this paper is organized as follows. Section II
presents two kinds of reader hardware fingerprints along with
empirical verification. Section III introduces our system design
and fingerprint matching algorithms. We evaluate ReaderPrint
in Section IV. Section V overviews the related works of reader
authentication and Section VI finally concludes this paper.

II. MECHANISM VERIFICATION OF READERPRINT

Antenna manufacturers always utilize simulation tools (e.g.,
HFSS [14]) to determine electronic components in RF circuits
according to the expected antenna performance. However,
antenna impedance mismatch is an inevitable phenomenon
in real world [15], though reader antenna’s input impedance
obtained in simulation is pure resistance (i.e., the imaginary
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Fig. 3: System overview of ReaderPrint

part is zero). The reader antenna’s input impedance cannot
always match the characteristic impedance of the feeder line
connecting the reader’s power source, especially on different
frequency channels, since the resistors and capacitors shall
change with frequency. Due to the manufacturing imperfection
of electronic components, no two reader antennas could have
exactly the same IMD across channels. Even if manufactur-
ers intend to adjust IMD by altering electronic components,
they are unable to control IMD on all channels. Thus, each
reader’s IMD across channels is unique and private. Standing
wave ratio (SWR), another antenna feature representing the
capability how much proportion of power transmitted from
the feeder line will be reflected, is essentially related to IMD
and further incurs attenuation of reader’s transmission power
to active tags. The ideal situation that SWR equals one on
each channel without power attenuation is hard to achieve and
no two antennas could have the same ITPA across channels.
From another aspect, IMD can induce the time delay of
reader’s transmitted signal, thereby incurring phase shifts when
communication. Similarly, it is almost impossible that IPS
on all channels are zero and each two antennas’ IPS across
channels are different. Both ITPA and IPS can be extracted
from signal features COTS devices collect and this provides
the probability for fingerprinting readers, as shown in Fig. 2(a).

To verify this mechanism, We utilize a VNA to mea-
sure three antennas’ input impedance and standing wave
ratios as shown in Fig. 2(b), where two antennas’ model is
E9028PCRNF and Laird S9028PCL (i.e., E9028 and S9028
in the figures) respectively. Fig. 2(d) shows the antenna
impedance obtained from smith charts in Fig. 2(c) and we
can find that the antennas’ IMDs are extremely distinguishable
when their models are different. Even if the antenna models are
the same, there also exists diversity in antennas’ IMDs across
channels. Considering the following relationship between IMD
and IPS [16], we can compute the theoretical IPS across chan-
nels (see Fig. 2(e)) based on the measured antenna impedance.
The difference of IPS between two antennas with different
models can reach 76.10%, and IPS of the same antenna model
can also exist a large diversity of up to 41.97%. Similar to
IPS, in terms of measured SWR that demonstrates evident
differences as shown in Fig. 2(f), different antennas’ ITPA

across channels and also their tendencies shall exhibit diversi-
ty. Through measurements, we can derive the conclusion that
IPS and ITPA across channels show great potential to uniquely
fingerprint reader antennas.

III. SYSTEM DESIGN

As shown in Fig. 3, our system mainly contains four mod-
ules: memory lock, signal features collection, ITPA matching
and IPS matching. Memory lock of tags is the precursor mod-
ule before ReaderPrint works and only readers that pass the
follow-up authentication can obtain the access passwords as
the evidence of authorization from the server and communicate
with tags. Those failing the authentication shall be regarded
as illegitimate readers and cannot access the tags without
passwords.

The overall workflow of ReaderPrint is sketched below.
The first step is to let readers hop power and channels to
communicate with a pre-deployed passive tag array. Note that
this tag array is only utilized for reader authentication and
independent of existing tags in RFID applications. We can
find the central tag that the reader faces in the tag array based
on the received signal strength (RSS) readings. After that,
we collect signal features, i.e., phase matrix and reading rate
matrix from the backscatter signals of the central tag. Then, the
coarse-grained ITPA fingerprint is extracted from the reading
rate matrix and compared to the registered one to filter out
illegitimate readers. If the reader passes ITPA matching, we
further extract the fine-grained IPS fingerprint from the phase
matrix. According to both the ITPA and IPS matching results,
the reader’s legitimacy could be finally determined. If the
reader is valid, we authorize it and send the access passwords;
otherwise, the user shall receive a warning message. More
details about each module are introduced in the following
parts.

A. Memory Lock

In C1G2 protocol, there are four types of tag lock status: un-
locked, permanently unlocked, locked and permanently locked.
Most tags lie in unlocked status, where any illegitimate reader
can read, write or kill them if no operations are conducted.
Permanently unlocked status is similarly vulnerable. Although
permanently locked status can prevent the tags from malicious
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attacks, this also makes legitimate readers unable to access
tags, which limits many RFID functions (e.g., scanning goods’
expiration dates stored in tags’ user memory bank [17],
or inventorying tags’ TID for valuables anti-counterfeiting).
Therefore, the most reasonable status is locked but not per-
manently locked, where only authorized readers owning the
correct 32-bit access password can access the tags. Regularly
updating the password can also prevent brute-force attacks.
This basic idea is adopted by some industrial applications and
ReaderPrint as well.

However, authorizing readers only by checking their
MAC/IP addresses is insecure since adversaries may forge
a valid address to pass authentication. Thus, it is necessary
to extract hardware fingerprints as the readers’ uncloneable
identifies for authentication.

B. Reader Setting and Feature Collection

To extract feature matrices related to ITPA and IPS, we
need to manipulate the reader to hop power and channels
respectively. Taking ImpinJ R420 reader [18] in china region
as an example, the power settings can range from 10 dBm
to 31 dBm with a step length of 0.25 dBm and the channel
settings can range from 920.625 MHz to 924.375 MHz with
a step length of 0.25 MHz. However, there exists a challenge
that the query duration on the first few channels or last few
channels may not be equal to others due to the hopping delay
and undetermined query ending period, incurring inaccurate
reading rate results. So, the total query duration of reader that
can be preset, denoted as T , should be well controlled. We
fix the Q value [19], set the antenna power to a large value,
query the tags and record the query times on the i-th channel
as hi(T ). Then we try to optimize T via binary search to
achieve the minimum variance of query times as follows.

T̂ = arg min
hl≤hi(T )≤hu,i∈[1,N ]

N∑
i=1

(
hi(T )− 1

N

N∑
k=1

hk(T )

)2

(1)

where N denotes the number of hopped channels. hl is a lower
bound to ensure that the last few channels are hopped and hu
is an upper bound to avoid long query latency.

After reader settings, we collect the tag array’s backscatter
signals. Since the location of reader is unknown and more
than one tag shall respond, we consider to find the central tag
that the reader faces to evade the impacts of reader location
on the following authentication. This also explains the reason
why we need a tag array, rather than a single tag. Notice that
the distance between the central tag and the reader is shortest
and the antenna directivity towards the central tag is largest
[15]. Thus the RSS readings of the central tag’s backscatter
signals should also be the largest among all the tags. Based on
this, we detect the central tag in the array by selecting the one
with the highest mean RSS value. We then exploit the Select
command to filter out other tags and collect features only from
the central tag, by setting its inventoried flag. Specifically,

Select (1, 4, 1, 32, 96, Mask). (2)

Here the Mask field is set as the central tag’s EPC.
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Fig. 4: Two readers’ changing tendency of ITPA. The first
two rows show the similar experiment results of reader A
at different locations. The last row shows the massive gap
between reader A’s ITPA and reader B’s ITPA, even when
the locations of two readers are same.

Let M be the number of hopped power levels, ri,j and θi,j
be the reading rate and average phase value on the i-th chan-
nel with the j-th power respectively. After collecting signal
features, we filter out useless phase data, i.e., corresponding
ri,j = 0, and acquire the reading rate matrix R and phase
matrix Θ as below.

R =

r1,1 · · · r1,M
...

. . .
...

rN,1 · · · rN,M

 , Θ =

θ1,1 · · · θ1,M ′

...
. . .

...
θN,1 · · · θN,M ′

 (3)

Here M ′ is the number of power levels after removing the
useless data.

C. ITPA Matching

After the server receives feature matrices, we try to ex-
tract ITPA across channels from R. We first transform R
to the reader’s minimum transmission power (MTP) vector
P = {p1, p2, ..., pN} to active the tag by the following rule:
for the i-th channel and the smallest j that satisfies ri,j > 0,
pi equals the j-th power level.

Theoretically, MTP is related to the reader antenna gain Gr,
tag’s energy required for activation Et, reader-tag distance
d, communication frequency f and other constant factors
denoted by a irrelevant to the reader hardware and frequency
as follows,

p = −2 logGr(f) + Et + 2 log d+ 2 log f + a. (4)

Here Gr is also a function of f and equals the production of
attenuation coefficient η (i.e., ITPA) and directivity [16]. We
can circumvent the impacts of d by subtracting the adjacent
elements in the MTP vector. That is,

pi+1−pi =−2 (log η(fi+1)−log η(fi))+2 log (fi+1/fi) , (5)

where Gr can be directly represented by η since the impact
of reader directivity has been removed. Besides, the reader
orientation does not affect MPT theoretically [20]. So, the
changing tendency of ITPA over channels can be obtained
via MPT differences of each adjacent channels.

Practically, due to the low resolution of power levels (e.g.,
0.25 dBm), pi+1 and pi may be the same for some channel-
pairs. So we make the following rule to compare the magnitude
of pi+1 and pi when pi+1 = pi: if ri+1,j−ri,j ≥ δ, we regard
pi+1 < pi; else if ri+1,j − ri,j ≤ −δ, we regard pi+1 > pi;
otherwise, we regard pi+1 = pi. Here j is the corresponding
index of MTP and δ is a pre-defined empirical parameter.
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Fig. 5: Three reader pairs’ differential phase matrices, where A(1) and A(2) denote the same reader’s measurements
at two locations, B and C are another two different readers, and the antenna model of C is the same with A.

In this way, we can obtain the magnitude relationship of
each (pi+1, pi). Note that, though Et may also change with
channels and the central tag may not always be the same
one, we demonstrate that tag heterogeneity shall not affect
the magnitude relationship through extensive experiments.
Therefore, it is reasonable to extract ITPA across channels
as a coarse-grained fingerprint.

If the reader is legitimate, its ITPA shall be identical to the
registered value, i.e. the mismatched number of channel-pairs ε
should approach zero. Otherwise, the similarity of ITPA would
be small. Fig. 4 shows an example of the obtained ITPA over
16 channels from two readers (A and B) in our experiments,
where “1” indicates pi+1 > pi, “-1” indicates pi+1 < pi and
“0” indicates pi+1 = pi for i = 1, 2, ..., N − 1 (N = 16).
We can see that different readers’ ITPA demonstrate clearly
diverse patterns (ε = 10), while ITPA of the same reader
remains stable (ε = 0) regardless of the reader’s locations.

We leverage ITPA as a coarse-grained fingerprint to directly
filter out some illegitimate readers so that the system latency
of ReaderPrint could be reduced. Only those passing ITPA
matching can continue to the next step of authentication.

D. IPS Matching

To increase the authentication accuracy of our approach, we
try to extract a more fine-grained fingerprint utilizing the phase
matrix Θ. As is known, the RF phase of a tag’s backscatter
signal reported by commercial RFID readers can be expressed
as [20]:

θi,j = θt(fi, pj) + θIPS(fi, pj) + 2π · 2d

λi
+ θo mod 2π, (6)

where λi is the wavelength of RFID signals and equals c/fi,
d is the distance between the reader and tag, and θt, θIPS and
θo denote the phase rotations introduced by the tag’s circuits,
reader’s hardware and reader’s orientation respectively. θo
equals the double intersection angle between the polarization
directions of the reader antenna and tag, which is independent
of channel or power.

We first compute the differential phase matrix of reader by
subtracting its registered phase matrix as below.

θdif
i,j = θaut

i,j − θ
reg
i,j = θaut

IPS(fi, pj)− θreg
IPS(fi, pj)

+θaut
o − θreg

o +
4π (daut − dreg)

c
· fi mod 2π. (7)

Here daut − dreg denotes the unknown reader-tag distance
difference, θaut

o and θreg
o denote the orientation factors. θaut

i,j

and θreg
i,j are elements in phase matrices for authentication

and registration respectively. If the reader to be authenticated
is legitimate, the IPS difference θaut

IPS(fi, pj) − θreg
IPS(fi, pj)

should be zero for each i and j. Otherwise, θaut
IPS(fi, pj) is

probably unequal to θreg
IPS(fi, pj) for any i and j.

In this way, we can mitigate the impacts of tag heterogeneity
and reader orientation since θaut

o − θ
reg
o is a constant with no

dependency on channel or power. From Eqn. 7, we can derive
the following two properties:
• If IPS is matched, θdif

i,j would be a linear function of
fi, where the gradient relevant to distance difference is
unknown but fixed; otherwise, the linearity should not
hold.

• If IPS is matched, θdif
i,j should be independent of power

index j, for each i; otherwise, there would be differences
between θdif

i,j and θdif
i,u(u 6= j).

Based on these observations, we propose a well-refined IPS
matching algorithm. First, we apply linear regression to fit
θdif
i,j with variable fi for each j and obtain the fitting function
γj = αjfi + βj through the following equation:

[αj , βj ] = arg min
1

N

N∑
i=1

(
αjfi + βj − θdif

i,j

)2
, ∀j. (8)

On one hand, we count how many pairs of θi,j and θi+1,j (i =
1, ..., N − 1, j = 1, ...,M ′) accord with the positive-negative
property of αj and put them into the set Ω. That is, if αj ·
(θi+1,j − θi,j) < 0, Ω = Ω ∪ {θi,j , θi+1,j}. On the other
hand, we calculate the variance σ of αj(j = 1, ...,M ′) after
normalization to remove the dimensions of reader-tag distance
differences.

σ =
1

M ′

M ′∑
j=1

(
M ′αj∑M ′

u=1 αu

− 1

)2

(9)

Whatever the reader-tag distance is, according to two prop-
erties, the average value of |Ω| over powers and value of
σ should both approach zero if IPS is matched. In this
way, we can validate the reader legitimacy. For example,
Fig. 5(a)∼ 5(c) shows the differential phase matrix of three
reader pairs and Table I shows the obtained average |Ω| and
σ from them. We can find that the average |Ω| and σ between

TABLE I: Similarity matching results of three readers
Metric A(1) & A(2) A(1) & B A(1) & C

Value of |Ω|/M ′ 4.125 7 4.875
Value of σ 0.05896 0.38667 0.13548

Value of σ (w/ weights) 0.03965 0.39731 0.18522
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Fig. 6: Experiment setup and evaluation results of ReaderPrint

different readers are much larger than those between same
readers of 69.7% and 555.9% respectively. Even if the antenna
model is same, we can also differentiate them by |Ω| and σ
where the difference ratios are 18.2% and 129.8% respectively.

Moreover, to obtain more robust matching results under
environmental multipaths, we can compute the variance of
collected phase matrix samples (around 87∼90 samples per
second) as confidence level matrix and exploit it as weight
in Eqn. 8 and Eqn. 9. After weighting, the difference ratio
of σ can further reach 902.04%. Apart from IPS, based on
the confidences, we can also optimize the matching results of
ITPA under multipaths by selecting the cleaner channels.

Eventually, with the similarity matching results of ITPA
and IPS fingerprints, we can determine the authentication of
readers, authorize the valid ones with access passwords for
communication and alarm the invalid ones with warnings.

E. Practical Issues

There are two practical issues of ReaderPrint as follows.
First, Query command is not a kind of Access com-

mand [8]. Though ReaderPrint can effectively prevent from
unauthorized access, EPC (i.e., tag ID) bank is a special case
that cannot resist Query operation even if the tag is locked.
Nevertheless, the public EPC offers us the opportunity to
authenticate readers using tags’ backscatter signal features.

Second, ReaderPrint mainly focuses on reader legitimacy to
prevent unauthorized access attack. Other conventional securi-
ty problems inside the system (e.g., data streaming detection)
can be solved using existing methods [21] in other fields.

IV. IMPLEMENTATION AND EVALUATION

A. Prototype Implementation

Hardware: As shown in Fig. 6(a), we adopt 96 different
COTS RFID readers in total (more devices than Arbitrator
[7]), consisting of six reader types with eight ImpinJ
R420 reader chips and twelve Laird S9028PCL/Larid
S9025PR/E9028PCRNF/Alien ALR-8698/Alien ALR-
8696/VIKITEK VA094 antennas. Each reader is connected

to one localhost through Ethernet, with antenna transmission
power ranging from 10.0 dBm to 30.0 dBm and operating
frequency band of 920.625 ∼ 924.375MHz, respectively. The
size of deployed tag array is six and tag models include Alien
ALN-9662, ImpinJ H47 and NXP AZ-H7 [18], [22].

Software: Low level reader protocol (LLRP) [23] is used
for communication between localhost and reader, including
reader settings and signal features collection. We use Thinkpad
PCs equipped with Intel Core i7 CPU at 2.00GHz and 16G
memory as the clients and server. The algorithms are devel-
oped using Java and Matlab language.

Experiment setup: We first evaluate ReaderPrint on the
above readers in three scenarios where tag arrays are attached
on the wall or door (see Fig. 6(b)), in terms of the following
metrics: average authentication accuracy, false accept rate
(FAR) that indicates the ratio of illegitimate readers passing
authentication, false reject rate (FRR) that indicates the ratio
of legitimate readers failing authentication. Next, we control
the environmental factors including reader-tag distance, reader
location, reader orientation, tag heterogeneity and tag model
to verify the robustness of our proposed two hardware finger-
prints ITPA and IPS. In the end, we examine the performance
under different parameter settings and that over the long term.

B. The Overall Authentication Performance

If a reader is classified correctly by the similarity of our pro-
posed fingerprints, we regard it as a successful authentication.
Fig. 6(c) plots the results of authentication accuracy over 200
experiments, respectively in three scenarios. The “Overall” and
“Overall+” indicate the accuracy of two cases when matching:
whether considering the registered ones with same reader
chip/antenna or not. It is reasonable to employ “Overall+”
accuracy in real-world applications since illegitimate readers
should not have legitimate components generally. We can find
that the accuracy in each scenario is fairly high and reach
as high as 97.23%. The difference between three scenarios’
accuracy is probably incurred by diverse multipath effects in
indoor environments. The “Overall” accuracy (up to 89.30%)
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Fig. 7: CDF curves to show robustness of ITPA and IPS under different environmental settings

is only 8.15% lower than the “Overall+” accuracy, which also
implicitly shows the uniqueness of our fingerprints. These
positive results all verify the effectiveness of ReaderPrint.

Next, we treat each reader in authentication as illegitimate
device and randomly assign it fingerprints of a registered
reader whose MAC/IP address is different, thereby measuring
the FAR. On the other hand, we treat each reader as legiti-
mate and compare the fingerprints in authentication with its
registered ones, thereby measuring the FRR. Fig. 6(d) shows
the results of FAR and FRR over 100 experiments in three
scenarios. It demonstrates that FAR does not exceed 4.60%
and the minimum value reaches 0.59%; FRR is lower than
7.82% and can decrease to 3.30%. Both the FAR and FRR of
ReaderPrint is fairly low. In real-world use, FAR is probably
more important because legitimate readers can repeatedly
request authentication if they fail, but once the illegitimate gets
access authorization, great loss would be caused. The trade-off
between FAR and FRR is introduced in following subsections.

Then, we study the accuracy of classifying different reader
types based on the results in Fig. 6(c). If the obtained category
of each reader in authentication is the correct type, we regard
it as a successful matching. Fig. 6(e) shows the confusion
matrix of matching results. The six reader types are denoted by
#1∼#6. We can see that all the matching accuracy is higher
than 90% and the ImpinJ R420 reader chip with ALR-8698
antenna reaches the highest accuracy of 100%. The accuracy
of Alien antennas is higher than that of ImpinJ antennas,
possibly due to the firmware fitness differences. In addition,
most error cases are centered at antenna types from the same
manufacturer and this also shows the uniqueness of antenna
hardware.

C. The Robustness to Environmental Impacts

We measure the robustness of ReaderPrint using one legit-
imate reader under different environment settings as follows.

The impact of reader-tag distance. As is well known,
reader-tag distance exerts great impacts on signal features such
as RSS and phase. So, we adjust the distance from 0.8 m to
1.4 m at four levels and observe the CDF curves of ε and σ
as shown in Fig. 7(a) and Fig. 7(e). It is demonstrated that
the CDF curves are similar when reader-tag distance is short,

and the mean values of ε are 2.00, 2.17, 2.29 and 2.42 for the
four distance levels, while the mean values of σ are 0.030,
0.033, 0.045 and 0.053 respectively. The variance is probably
caused by stronger multipath effect in larger signal propagation
space when the distance is longer. Even so, our fingerprints
can generally remain stable within a distance range and the
authentication results with default threshold settings of ε = 3
and σ = 0.1 are stationary regardless of reader-tag distance.

The impact of reader location. To measure whether reader
location affects ITPA and IPS, we adjust the locations from the
original location facing the central tag to new locations with
2 cm positive/negative displacements. Fig. 7(b) and Fig. 7(f)
show that the similarity matching performance could be better
at the original location but location displacements do not
affect the authentication results. Note that the interval between
adjacent tags in the array is not restricted because the inductive
coupling effect [24] only changes θt which is eliminated in our
matching algorithm.

The impact of reader orientation. We set the reader
orientation to 0◦, 45◦, 90◦ and 180◦. From Fig. 7(c) and
Fig. 7(g), we can find that the CDF curves of ε and σ are
very close to each other. The mean values ε are 1.79, 1.83,
1.83 and 1.84, while the mean values of σ are 0.031, 0.028,
0.033 and 0.033 respectively. The results indicate that reader
orientation has very little impact on our fingerprints. Note that
this conclusion can be applied to all reader antenna models
because whatever the antenna polarization mode is, it can be
approximated to the superposition of two orthogonal linear-
polarization that exerts only a constant effect on phase shifts.

The impact of tag heterogeneity. Finally, we exam the
stability of ITPA and IPS under different tags. On one hand,
we alternate four batches of tags with the same tag model
for measurement. Fig. 7(d) and 7(h) show the obtained CDF
curves that are similar to each other. On the other hand,
we change the tag models for measurement respectively and
Table II shows their mean ε and σ that are consistent with

TABLE II: Impact of tag models on ITPA and IPS
Fingerprint Alien AZ-9662 ImpinJ H47 NXP AZ-H7

Mean ε 1.993 1.781 2.147
Mean σ 0.0259 0.0391 0.0530

Accuracy 95.11% 94.08% 87.20%
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Fig. 8: Effects of different parameter settings including thresholds and channels/powers’ quantities

each other, with the differences less than 0.366 and 0.0271
respectively. The results demonstrate that our fingerprints are
resistant to tag heterogeneity.

From the above evaluation, we verify that ReaderPrint
can work under many different environmental settings and
maintain high accuracy and robustness.

D. Effects of Different Parameter Settings

First, we adjust the similarity matching thresholds of ε
(from 0 to 8), |Ω|/M ′ (from 0 to 8) and σ (from 0.01 to
0.3) respectively, and repeat the same experiments above to
obtain FAR and FRR. The receiver operating characteristic
(ROC) curves are plotted in Fig. 8(a). We can see the trade-
off between FRR and FAR, that is, FRR degrades with the
growing value of FAR. It is reasonable because when the
threshold is small, a legitimate reader may fail authentication
though the risk of illegitimate reader passing authentication
can be lowered. Taking the effect of σ as an example, FRR is
below 4.01% when FAR exceeds 0.84%. We find that when
FAR ranges from 0.93% to 3.94%, FRR is always less than
4%, and both FAR and FRR are extremely low. Besides, the
areas under curve (AUC) of each parameter ε, |Ω|/M ′ and σ
all approach one and this demonstrates extremely high classi-
fication capability of ReaderPrint. The AUC of σ is evidently
larger than that of ε or |Ω|/M ′, which reveals that σ is the
most effective fingerprint. In fact, FAR indicates the diversity
of reader fingerprints and FRR indicates the stability. We can
see that in corner cases of thresholds settings, the maximum
FRR 37.37% is higher than the maximum FAR 26.39%. This
reveals that the stability of legitimate readers’ fingerprints
is the major concern when authentication, considering the
impacts on raw signal features from environmental noises.

Second, we measure the effects of selected channels and
power levels respectively. Fig. 8(b) shows that more channels
used would result in higher authentication accuracy, which
conforms to our intuition that the hardware differences are
enlarged with more channels. The authentication accuracy can
be promoted by up to 13.58% when the number of adopted
channels ranges from 8 to 16. So, we recommend users to hop
more channels. Different from channel hopping, more power
levels may not increase the authentication accuracy, as shown
in Fig. 8(c). The accuracy initially grows with the increasing
number of power levels but declines later, and the maximum
accuracy can be promoted by 9.05%. This is probably due
to more severe multipath effects when transmission power
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becomes larger. In addition, when more channels or powers are
used, the authentication latency shall be prolonged inevitably
and the trade-off forms a part of our future work.

E. Long-term Performance

To evaluate the long-term performance of ReaderPrint,
we conduct a 14-days experiment where each reader is au-
thenticated ten times per day. The fingerprint database is
automatically updated when readers pass authentication and
artificially updated per half-day to avoid accumulative errors.
As shown in Fig. 9, the authentication accuracy with finger-
print updating maintains nearly 95% even after two weeks,
whereas the accuracy without fingerprint updating by only
using the registered fingerprints on the first day degrades over
time to less than 80%, probably due to the device aging and
re-assembly phenomena that lead to the changes of IMD. This
indicates the necessity of fingerprint updating to alleviate the
impacts of device condition changes over the long term.

V. RELATED WORK

Past literature related to reader authentication can be clas-
sified into the following two categories.

Cryptography-based solutions. In the early stage, most
works prefer exploiting cryptographic algorithms to encrypt
the plaintext to avoid eavesdropping or tampering attacks. For
example, some works utilize symmetric encryption algorithms
[11] or physical uncloneable functions [12] to achieve mutual
authentication. However, none of these cryptography-based
solutions are realistic in real-world applications. This is be-
cause commodity tags cannot support such high computation
cost [15], thereby necessitating hardware modifications, on
one hand; they need to modify C1G2 protocol that most
commodity tags follow, thereby making them incompatible
with existing RFID infrastructure, on the other hand.

Hardware fingerprint-based solutions. Recent works ex-
plore the RFID devices’ hardware diversity induced by man-
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ufacturing imperfection and unique physical-layer signal fea-
tures related to hardware diversity are leveraged as fingerprints
for authentication [25]–[28], where most of them focus on tag
anti-counterfeiting and few consider RFID reader legitimacy.
In fact, many counterfeit attacks on tags are caused by illegiti-
mate readers’ unauthorized access that happens earlier and im-
perceptibly. Thus, reader legitimacy is the foremost problem to
solve. The state-of-the-art works for reader authentication are
Arbitrator [7] and Arbitrator2.0 [13], which solve this problem
using universal software radio peripheral (USRP) devices as
monitors to extract physical-layer fingerprints. However, Arbi-
trator is very hard to deploy in real world because SDR devices
are always needed to locate nearby readers in authentication.
On one hand, SDR devices themselves incur extra high deploy-
ment, operation and maintenance overhead. On the other hand,
once the reader-tag distance is short (e.g., ≤0.8m), the reader’s
transmission power is low (e.g., ≤12dBm) or multiple readers
simultaneously access, Arbitrator can not work with a finite
number of SDR devices. Otherwise, countless SDR devices
are needed. In addition, other works such as URTracker [29]
can only judge whether the unauthorized access happens, but
fail to validate the readers’ legitimacy.

Comparison. Compared to cryptography-based solutions,
hardware fingerprint-based solutions can have higher ubiquity.
However, the state-of-the-art solution Arbitrator still needs
SDR devices deployment and remains many limitations. Our
solution, ReaderPrint extracts hardware fingerprints only from
signal features COTS devices can collect, thereby greatly im-
proving the ubiquity and further lowering the overhead, though
it can not actively interrupt the access of illegitimate readers
like Arbitrator. Besides, ReaderPrint can support simultaneous
authentication of multiple readers and retain higher parallelism
than Arbitrator. Comprehensively, ReaderPrint is a universal,
low-cost and effective solution for reader authentication.

VI. CONCLUSION

In this work, we present two brand-new hardware finger-
prints of RFID readers related to antenna impedance mismatch
and the first universal, low-cost and effective system Read-
erPrint to authenticate readers with well-refined fingerprint
matching algorithms and defend against unauthorized access,
only requiring an extra COTS tag array. ReaderPrint is fully
compatible with C1G2 protocol and existing commercial RFID
infrastructure, making it a promising system for real-world
deployment. Experiments show the fairly high authentication
accuracy of up to 97.2% and also high resolution to distinguish
readers with the same antenna model. We believe ReaderPrint
explores a new view to extract hardware fingerprints and can
boost the development of RFID authentication systems.
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